We investigate the possibility of using multiple-scattering optical media, as resources of randomness in cryptographic tasks pertaining to commitments and auctions. The proposed commitment protocol exploits standard wavefront-shaping and heterodyne-detection techniques, and can be implemented with current technology. Its security is discussed in the framework of a tamper-resistant trusted setup.
Introduction
Physical unclonable keys (PUKs) can be materialized by various types of optical multiplescattering media. The scattering of coherent light from PUKs is a linear process involving a large number of optical modes, and leads to a speckle pattern that stems from the interference of many paths that lead to a particular mode at the output [1] . Propagation of light in PUKs can be controlled by means of standard wavefront-shaping techniques, which allow for the control of hundreds, and even thousands of the supported transverse optical modes [2] [3] [4] .
The internal disorder of a PUK on the one hand renders its cloning a formidable challenge, and on the other hand may serve as a source of randomness in the design of optical cryptographic protocols. So far, related studies have focused on the authentication of entities and messages [5] [6] [7] [8] [9] [10] , the storage of cryptographic keys [11] , document and package fingerprinting [12, 13] , and key agreement [14] . In all of these studies, the proposed cryptographic protocols exploit, one way or another, the sensitivity of the speckle to various parameters of the setup, including the PUK and parameters of the light that is scattered from it.
Here, we investigate the possibility of using PUKs for cryptographic commitments, which are of particular importance in digital auctions, electronic voting, etc. Cryptographic commitment can be thought of as a binding promise, and is provided by the so-called commitment schemes [15, 16] . To describe the main stages of a commitment protocol, let us consider a realistic scenario pertaining to an auction, in which all of the participants are located at the same place. During the commit phase, each bidder commits to a secret bid, and sends evidence for his commitment to the auctioneer. In the reveal phase, the participants announce publicly their bids, and the auctioneer sells the item to the highest bidder, provided that the highest bid is consistent with the corresponding evidence that the auctioneer received in the commit phase. For an undisputed outcome of the auction, the commitment scheme adopted during the auction has to have three main properties. Schematic representation of the PUK analyzer considered in the proposed commitment scheme. The transverse spatial wavefront of the probe is shaped by means of phase-only spatial light modulator (SLM). The shaped light is focused on the random PUK, and the scattered (reflected) light is collected by means of a polarizing beam splitter (PBS). The output field is imaged onto a plane, where a single-mode fiber (SMF) can be translated in a controlled manner, and the phase-mask of the SLM is optimized so that the speckle exhibits a single enhanced speckle grain, at the position of the SMF (target mode) [18] . The overall imaging system is optimized so that the SMF collects light from a single speckle grain. A joint measurement of both quadratures of the collected light is performed by means of a balanced dual-homodyne detection system. obtaining [1, 8, 21, 22] 
where N is number of independent transverse spatial modes at the input, andâ j denotes the annihilation operator for the j-th input mode. The elements {r s, j } pertain to the s-th row of the reflection matrix of the PUK, and they are statistically independent complex Gaussian random variables. The phases Φ := {φ j } constitute the phase mask of the SLM. Assuming a uniform illumination of the SLM we have â j = α τ/N, where τ < 1 accounts for losses, while the coherence of the input state is preserved throughout its propagation in the system. For fixed randomly chosen phase mask, the quantum mechanical expectation value Ẑ s is a bivariate normal random variable that varies with the realization of disorder and satisfies [1, 8, 21, 22] 
where Var(Ẑ s ) := ( X s ) 2 + ( Ŷ s ) 2 , and the overline denotes ensemble average. As a result, if one was able to obtain the exact value of Ẑ s for different realizations of disorder then, with high probability, the recorded values for the different realizations would lie within or very close to a circular area of radius ρ := 4 µV around the origin (0, 0). DHD of the scattered field at the output is equivalent to sampling from the normal distribution N ( Ẑ s , σ) with covariance matrix σ = 1/ √ η, where 1 is the identity 2 × 2 matrix, and 0.5 ≤ η < 1 is the detection efficiency. By applying standard techniques, for a fixed PUK one can optimize the phase-mask of the SLM so that the intensity of the scattered field in the SMF is maximized [2] [3] [4] . In this case, we have for the optimized response Ẑ s o :
where the enhancement factor E quantifies the achievable control on the scattering of the light in the particular setup. Typical enhancements that have been reported in the literature range from about 10 to more than 10 3 , depending mainly on the number of controlled modes, the type of light modulation, the intensity distribution over the input modes, and the stability of the scattering medium [2, 23, 24] . In the case of optimized SLM, the sample is obtained from a normal distribution N ( Ẑ s o , σ), and constraint (4) 
The protocol that is proposed in the following section relies on the discrimination between the optimized and the non-optimized case by means of the DHD, which is equivalent to distinguishing between the distributions N ( Ẑ s o , σ) and N ( Ẑ s , σ), through sampling. When sampling from either of the distributions, the outcome of a single DHD is a bivariate random variable z = (x, y), and decision making can be based e.g., on a rectangular acceptance region
and has width
w (see Fig. 2 ). If the outcome of a single DHD falls in the region A we conclude that the sample has been obtained from N ( Ẑ s o , σ), and in the opposite case from N ( Ẑ s , σ). Assuming that
the sample size required for reliable decision making depends on the distance between Ẑ s o and Ẑ s , relative to the width w and the detection efficiency η. More precisely, the probability for an outcome to fall in the acceptance region when sampling from N ( Ẑ s , σ), is given by the integral of N ( Ẑ s , σ) over A , which yields
wherew := w √ η. The distance between the two distributions is determined by the difference ρ o − ρ, which increases with the mean number of photons in the probe (see also Fig. 2 ). More precisely, using Eqs. (3) and (4) one readily obtains that for a chosen Ω > 0 we have
for
Throughout this work, the width of the acceptance region, the mean number of photons, the detection efficiency, and various other parameters of the setup, are considered to be publicly known.
Protocol
Consider a box which contains random independently prepared PUKs, and the users have access to it during the protocol only. We assume that there are n different accessible target modes in the setup, and they are labeled by an integer, which takes values in the set S = {0, 1, . . . , n − 1}. The secret bid of Bob s also takes values in S, and identifies uniquely a target mode. The commitment protocol is summarized in Fig. 3 and proceeds as follows.
• Commit phase. Bob chooses at random a PUK K, and inserts it to the analyzer, together with his secret s. The analyzer optimizes the phase-mask of the SLM so that the intensity of the scattered light is maximized at mode s. Subsequently, the analyzer interrogates the PUK with many probes in state |α , and a reliable estimate of Ẑ s o (to be denoted by Z (o) s ) is obtained by means of DHD of the scattered light in the SMF for each probe. Bob's commitment
s } is given to Alice, where Φ o (s, K) denotes the optimal phase mask for the given PUK-target pair (K, s).
• Reveal phase. Bob discloses his bid s, and gives his PUK to Alice. To confirm Bob's value, Alice uses the same analyzer as in the commit phase. She sets the phase mask of the SLM to Φ o (s, K), and the target mode to s. Then she interrogates the PUK with ν ≥ 1 coherent pulses for some odd ν, each one in state |α , and applies DHD on the scattered light. She accepts Bob's bid if the majority of the outcomes fall within the rectangular area A (Z (o) s , w), and rejects it otherwise.
Having presented the protocol, in the following subsections we discuss its correctness, as well as its security with respect to the binding and the hiding properties.
Correctness
When both users behave honestly, Alice should be able to confirm Bob's true bid with high confidence at the reveal phase, with finite resources. The probability for Alice to accept Bob's true bid in the reveal phase is given by
where p (o) in is the probability for a random outcome of the DHD to fall within the acceptance region A (Z (o) s , w), when sampling from N ( Ẑ s o , σ). To ensure reliable decision making, one needs first a rather precise estimate of Ẑ s o in the commit phase, which can be obtained through sampling. By interrogating the PUK with M coherent states |α , one can approximate Ẑ s o by the mean value of the recorded outcomes. The sample mean Z (o) s is a random variable which, according to the central-limit theorem, follows a normal distribution centered at Ẑ s o , and with covariance matrix σ/ √ M. For a moderate number of experiments, say M ≈ 10 3 , one can ensure that the error for either of the two quadratures is much smaller than 1/ √ η, with high confidence (∼ 99.99%), and the acceptance region A will be centered pretty close to Ẑ s o . The probability p (o) in is given by Eq. (5), when Ẑ s is replaced by Ẑ s o Z (o) s , thereby obtaining
which depends solely on the width of the acceptance region relative to the detection efficiency, and it increases monotonically withw. Any value ofw ≥ 7 ensures p (o) in 1, and for the sake of concreteness throughout our simulations we consideredw = 8, so that 1 − p (o) in 10 −4 and P (ν) accept 1 for any ν ≥ 1.
Concealing
At the end of the commit phase, Alice receives Bob's commitment C. In order for Alice to deduce Bob's secret, she has to deduce the target mode from it. However, this is not possible without access to Bob's PUK. The optimal phase mask carries information about the phases of the elements in a specific row of the reflection (or transmission) matrix, and the row is determined by Bob's secret. For a strongly scattering PUK, the elements of the matrix are statistically independent complex Gaussian random variables, and thus do not convey any information about their position in the matrix (i.e., about the label of the row). Indeed, any permutation of the rows of the reflection matrix results in a valid reflection matrix, and thus to a valid PUK-target pair. So, every value in S is equally likely to be Bob's bid, given what Alice has seen. If Alice has unlimited power of computation is not expected to help her either. Hence, the scheme is concealing, in the sense that the probability for Alice to deduce Bob's secret is not better than the probability of random guessing p rg = 1/n.
Binding
Recall now that Bob's commitment to bid s involves the optimal SLM mask Φ o (s, K), which depends on the target mode (i.e., the bid) and on the used PUK. Bob cannot alter the phase mask after he gives it to Alice. Hence, in order to cheat successfully, he has to find beforehand (during the commit phase), an additional target mode s s for which the expected response of the given PUK under the phase mask target mode s for which the optimization has been performed. Hence, Φ o (s, K) acts as a totally random phase mask for all of the output modes s s, and the corresponding responses lie close to the origin (0,0), within a circular area of radius ρ (see Fig. 4 ). The probability of successful cheating P (ν) cheat , depends on the position of the center of the normal distribution N ( Ẑ s , σ), relative to the acceptance region A (Z (o) s , w). In particular, P (ν) cheat is given by
where p in is the probability for Bob's false bid s to result in an outcome within the acceptance region in a single experiment. It is given by Eq. (5) after replacing Ẑ s by Ẑ s . The cheating probability P (ν) cheat increases monotonically with p in , and in order to obtain an upper bound on it, we can maximize p in , with respect to Z (o) s = [ρ o cos(φ), ρ o sin(φ)] and Ẑ s = [ρ cos(ψ), ρ sin(ψ)]. In these expressions we have taken into account that, with high probability, the response of the PUK for all s s, lies within distance ρ from the origin, whereas the response of the actual target mode s is found at a distance ρ o from the origin. One can readily confirm that p in is maximized when Z (o) s and Ẑ s are aligned, and φ = ψ = lπ/4, for l = 1, 3, 5, 7. The maximum value is
which when inserted in Eq. (10a), yields an upper bound on P (ν) cheat . In order for the bound to be meaningful, one has to choosew and ∆ such that p (max) in < 0.5. This is always possible, because for a given detection efficiency, w is chosen at will and ∆ is determined by the mean number of photons in the probe. As shown in Fig. 5 , for given ν the upper bound can become arbitrarily small (while keeping P (ν) accept 1), by choosing sufficiently large mean number of photons in the probe. It is also worth noting here that the protocol becomes deterministic for sufficiently large values of µ, in the sense that P (ν=1) cheat 1. For instance, as depicted in Fig. 5 , in the case of µ = 2650 we have P (ν=1) cheat < 10 −3 for both N = 256 and N = 625 (see empty and filled triangles). 6 . Phase-space representation of the response of the PUK for optimized and nonoptimized SLM. The blue star shows the response for the reference PUK-target pair (K, s), according to which the SLM has been optimized. The red disks show the responses of PUK-target pairs (K , s ) that maximize the probability of acceptance, when the phase-mask of SLM is set to its optimal configuration for (K, s). The data have been obtained from simulations on 500 random keys K , and all of the possible output modes s s. Other parameters as in Fig. 4 .
The question arises whether Bob can improve on his probability of successful cheating, if he is not limited to a single PUK, and moreover he has unlimited access to a tamper-resistant analyzer. For instance, in this case he may try to find a common optimal phase mask for two distinct PUK-target pairs, say (K, s) and (K , s ) for some s s. To investigate this cheating strategy, we optimized the SLM with respect to a reference PUK-target pair (K, s), thereby obtaining the optimal phase mask Φ o (s, K), and the response Ẑ s o . Subsequently, we generated 500 random PUKs (K ), and for each one of them we calculated the response for all of the possible output modes s s, and with the SLM configuration fixed to Φ o (s, K). For each PUK-target pair (K , s ) we recorded the response that resulted to the largest probability for an outcome to fall in the acceptance region, and thus to the largest probability of successful cheating. As shown in Fig. 6 , the best responses tend to align with the response of the reference pair (K, s), but they are always concentrated at the periphery of the circle with center (0, 0) and radius ρ. As a result, there is only a small improvement on the probability of successful cheating relative to the aforementioned scenario, where Bob is limited to choose only one PUK during the commit phase (compare empty and filled symbols of the same type in Fig. 5 ). Moreover, the estimated probability for successful cheating is always below the upper bound given by Eqs. (10).
Discussion
We have proposed a commitment protocol that relies on PUKs, and can be implemented with current technology and off-the-shelf optical components. In particular, using standard techniques the wavefront of the incoming light is optimized so that to maximize the intensity of the scattered light at a particular target mode at the output, which is determined by the secret message (bid). Choosing sufficiently large the mean number of photons in the probe, the scheme becomes almost deterministic, in the sense that reliable decision making in the reveal phase can be conducted with the scattering of a single pulse from the PUK and DHD on the scattered light. The operation of the protocol to smaller mean number of photons requires a moderate number of measurements. If necessary, it is straightforward to modify the proposed protocol so that decision making relies on standard statistical techniques, such as hypothesis tests and confidence intervals (e.g., see [8] ). In this case one may need a larger (not prohibitive) number of measurements, but there may be more freedom with respect to the choice of various parameters such as the width of the acceptance region, and the mean number of photons.
The security of the protocol has been discussed under the assumption of tamper-resistant and trusted PUK analyzer. In particular, we assumed that the interface between the analyzer and the user prohibits other actions on a given PUK, besides the optimization of the SLM with respect to the intensity of the scattered light at a single target mode. The protocol is hiding, due to the independence of the random elements in the scattering matrix of the PUK, while the binding property stems from the strong dependence of the optimal wavefront on the internal disorder of the PUK, and on the target mode.
The security of the protocol under more general scenarios is a subject of future work, which goes beyond the scope of the present work. For instance, here we assumed that during the commit phase the interface between the PUK analyzer and Bob is such that it accepts as an input only one integer s ∈ S, and the PUK K, while it outputs only {Φ o (s, K);Z (o) s }. Although this is a very reasonable assumption, which can be readily satisfied through the software that provides the interface between the user and the analyzer, it is worth asking what happens if one relaxes this constraint, thereby giving Bob unrestricted access to the setup during the commit phase. In this case Bob may, for instance, optimize the SLM with respect to two target modes simultaneously, so that the overall setup operates as a beam splitter [25] . Subsequently, during the reveal phase, he can decide on which of the two choices will be used. The question arises whether Bob can cheat successfully in this scenario, and if yes, whether the protocol can be modified so that to become secure again. Analogous questions can be considered when Alice has unrestricted access to the analyzer. In this case, the encryption of the optimal phase mask during the commit phase, may improve the security of the protocol with respect to its hiding property. Moreover, in this work we assumed that identical PUK analyzers are used in the two phases of the protocol. The security of the protocol in the case where the PUK analyzers are not precisely the same, remains to be investigated. In this case, inevitable deviations between the analyzers may, in principle, be exploited by a dishonest user. We believe that for sufficiently small deviations the parameters in the protocol, and in particular the width of the acceptance region, can be adjusted so that the security is not compromised.
As mentioned above, the proposed protocol relies on a trusted authority, which fabricates the PUKs used in the protocol, and certifies their randomness. First of all it is worth emphasizing that trusted authorities and centers play a pivotal role in various widely used cryptographic protocols [26] , in the extension of quantum key-distribution links to intercontinental distances (e.g., earth-satellite links), as well as in the development of quantum pubic-key cryptography [27] . Hence, the existence of a trusted authority does not in any case make our protocol less practical or less secure than many other quantum or conventional cryptographic protcools. The remaining question is how the trusted authority can ensure and verify the randomness of an optical PUK. This question is pertinent to any PUK-based cryptographic scheme, and to the best of our knowledge, it has not been addressed in the literature so far. In most of the optical PUKs that have been discussed in the literature so far, the internal randomness is due to uncontrolled byproducts of the fabrication process and defects that are introduced intentionally during the fabrication of the PUK. In either case, this kind of randomness cannot be considered true, in the sense that it does not originate from a quantum process [28] . In fact, for certain fabrication techniques particular care has to be taken so that to avoid systematic patterns in the PUKs (e.g., see [5] ). Quantum physics is fundamentally random, and quantum systems are perfect sources of entropy. Hence, one way to ensure the randomness of the PUK is to combine standard laser-writing techniques, with certified quantum random-number generators (QRNGs), which are currently available on the market [28] . In particular, laser-writing methods allow for the fabrication of defects (modifications of the refractive index) on the surface or in the bulk of a glass, with rather precise positioning (up to few nanometers) and submicron-sized features (e.g., see [7] and references therein). The position and the shape of the defects can be controlled by adjusting the parameters of the laser (e.g., position, intensity, illumination time, etc), and random variations of these parameters during the writing are essentially imprinted onto the glass as random defects. Hence, by controlling the random variations of these parameters through independent QRNGs, instead of the pseudorandom number generators of a computer, one can ensure that the randomness of the resulting structure is the fingerprint of true randomness, which has originated from the QRNGs, and it has been imprinted onto the glass by means of the laser.
As far as the verification of the randomness is concerned, one may look at the correlations of the speckles corresponding to different positions of incidence. To this end, there is no need for wavefront shaping, and classical light can be used. Ideally, these speckles should be totally uncorrelated, and the deviation from the ideal scenario can be quantified by the correlation factor. Alternatively, one may also study the statistics of the light at various modes at the output, so that to confirm Eqs. (2) , as well as the correlation between different modes [21] . Such studies are expected to enable the quantification of possible deviations from the diffusive-limit and the Gaussian statistics model [8] , which are at the core of the present protocol. Finally, if necessary, one can also measure the scattering matrix of a given PUK by means of standard techniques (e.g. see [4] and references therein), which allows for the numerical analysis of the randomness.
In closing, it is worth emphasizing that the proposed optical scheme is fundamentally different from its quantum counterparts that have been proposed in the literature so far [17] . In analogy to conventional commitment schemes, unconditionally secure quantum bit commitment is impossible, but secure protocols can be designed in the framework of certain assumptions, such as the noisy-storage assumption [29] , and the presence of four trusted agents who participate both in the commit and in the reveal phase [30] [31] [32] . By contrast, the security of the present scheme relies on the randomness of the PUK, as well as on the existence of a trusted PUK analyzer. Moreover, the present scheme does not require sources of entangled photon pairs or sources of single photons. As a result, it is more efficient and practical than various quantum bit-commitment schemes that have been realized experimentally [29, 31, 32] . The main advantage of the quantum bit commitment schemes in Refs. [29, 31, 32] is that they can operate for distant parties, whereas throughout this work we have focused on a specific realistic scenario, where both parties are located at the same place, and have access to the PUK analyzer. However, the extension of the present protocol to distant parties should not be considered impossible, and remains a very important open question that deserves further investigation. The techniques of Refs. [14, 19, 33] , and the use of multimode fibers, may be particularly useful in this direction.
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